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Abstract. In recent years several efforts have being made in 

bringing smart network connectivity to the Renewable Energy 

Plant (REP) environment. On the other hand, REP is extending in 

scale from specialized points where the energy provider acts as a 

supplier to home REP (self-energy producers). This enables new 

important features such as: process automation, monitoring, 

control and optimizations. On the other hand, and in particular 

during and after the Covid19 pandemics the cybersecurity menace 

is a massive concern. The digital literacy of a worker of such an 

infrastructure is relevant to the correct implementation of adequate 

security policies. This article describes the threats and challenges 

on the field and conducts an enquire for perceiving the awareness 

of Automation and Mechanics Engineering students for this 

relevant problem, as future player in the field. 
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1. Introduction 

Avoiding environment abuse is nowadays a top priority 

concern, along with the current -2022 energy crisis has also 

pushed the industry for REP solutions. The followed path of 

car electrification is also raising the delicate issue of 

producing efficient and clean electric energy. 

The innovation in the sector is a constant evolutionary path. 

Powering a facility or even a single machine recurring to 

renewable energy strategies is an achieved goal [1]. 

In the field of renewable energies several relevant research 

state-of-the-art projects have being conducted to improve 

efficiency and to rationalize installation costs by 

introducing several innovative approaches [2], [3], [4] [5], 

[6], [7], [8], [9] and [10]. 

All the described goals and innovation achievements 

supported by data networks for data flow brought along the 

new introduction of concepts such as Big Data [11], [12] 

and [13], Artificial Intelligence (AI) [14], [15], [16], [17], 

[18], Internet of Things (IoT) [19], [20], [21], [22] and [23] 

and many others. 

All these new technologies open the hot topic of 

cybersecurity into the REP world. Several state-of-the-art 

research bibliography describe a strong correlation between 

digital literacy and the cybersecurity risks increase [24], 

[25], [26] and [27]. The digital literacy among with a set of 

rules (security policies) and good IT practices will contract 

the security risk. 

The purpose of this article is to understand the degree of 

cybersecurity literacy of Engineering students that have a 

high probability of leading a future project in the field of 

renewable energies. 

2. Cybersecurity issues 

This section will detail the most common risks in IT 

infrastructures. In particular, the increase cybersecurity 

attack during the Covid19 pandemic brought several new 

procedures to promote IT resilience in the organizations 

[28], [29], [30]. 

A. Login and Password security 

The authentication threw a login and a password is still the 

most common procedure to access IT services. This 

dependency is a strong point-of-failure in the 

cybersecurity chain.  

A combination of a week password, without an aging 

mechanism implementation or even the access credentials 

shared with a coworker present a serious risk. Also of 

strong relevance the risk of a remote access without the 

support of a secured connection. 

A multiple step authentication is an important step 

introduced to bypass these vulnerabilities.  

Several proposals are presented as strategical 

countermeasures for this topic, with the support of 

machine learning techniques [31], [32] using of secure 

logins protocols [33] and bringing Blockchain (BC) as a 

solution [34]. 

B. Phishing 

Establishing a contact from someone posing as a 

legitimate entity to lure a user into providing sensitivity 

data to gain access to a service of infrastructure is another 

cyberattack form. 

The most common methodology to avoid this form of 

attack is supported by Web Crawling detection [35], user 

training [36] and most recently with the support of 

machine learning models [37]. 

C. Ransomware 

This form of cyberattack explores a malware that employs 

encryption methodologies in order to hold a victim’s 

information in a ransom. 

The state-of-the art points to the support of AI tools as best 

tactics against this form of attack [38], [39] and [40]. 
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D. Software vulnerabilities and updates 

The layer of software has an increasing relevance in all the 

REP solutions. The interface with the user, all the data input, 

processing and output are the result of a secure code 

execution. Any coding flaw may be the open door for a 

security issue and it is an important point of research [41]. 

In particular, over the communication management 

software module – where all the information flows from and 

into a channel. 

There are several forms of diluting this issue over the 

scientific literature: the development of software 

vulnerability prediction model. This solution enables to 

forecast whether a software module is vulnerable or not, this 

way bringing a relevant tool for the security improvement 

[42].  Automated vulnerabilities detection is also a proposal. 

With a new approach, a compressive experimental setup is 

created for accessing the methodology and report the 

vulnerabilities found [43], [44]. The Static Code Analysis 

(SCA) has, also, a good detection rate and is the central 

technique for improving the effectiveness of vulnerability 

detection [45]. As a last bibliographic reference is from the 

support of machine learning solutions as relevant tool for 

the analysis of software vulnerabilities [46]. 

A regular practice of constant software updating is also a 

simple form to improve software productivity and reduce 

the menace of software vulnerabilities. 

E. Wireless access 

The universal connection of devices in the wireless form 

was a relevant form of accessing corporate data all over the 

facilities and in remote work scenarios. 

The data exposition increases during the radio frequency 

trip from one network hop to the next hop. Old classical 

methodologies such as the “man in the middle attack”, 

where a (illegitimate) node masked as a (falsely) certified 

network device intrudes a network, this way intercepting -

On the other hand there are several hacking strategies to 

explore the intrinsic WLAN vulnerabilities described over t 

several state-of-the-art literature [50], [51], [52] and [53]. 

3. Renewable Energy Facilities 

As described in previous sections the increasing pressure of 

the fossil energy along with the demand for a greener 

environment is the perfect lever to increase the number of 

renewable energy facilities around the globe. Iceland is a 

relevant case of study. Its massive adoption of green energy 

around the country is an worldwide good example [54], 

[55], [56], [57] and [58]. 

The quest, as also previously described, for the full adoption 

of new and trendy IT approaches in order to provide remote 

full access to energy production data, secure connections for 

telemetry and control, autonomous and intelligent tuning of 

the resources collected in the green energy production (with 

the goal of maximization of the production and minor 

ambient impact), overall management of the network of 

energy production, fault autonomous / human response and 

facility security management – will be the key innovation 

(already in motion) in the current decade.  

So technical issues related to data networks, such as 

cryptography, BC, AI or Cloud storage and processing will 

be relevant topics. 

4. Methodology 

The study methodology –an enquiry -implemented was 

conducted in two Higher Education Institutions (HEI) in 

Northern Portugal The enquiry population was shared 

engineering with the students (Electronics and Mechanical 

Engineering), The General objective were: evaluation of 

the cybersecurity risks awareness. The study was 

conducted in march 2022. To maintain the confidentiality 

of the studied contexts, the anonymity of all the students, 

as well as the confidentiality of the HEI, one proceeded to 

their identification by HIE1 and HIE2. 

The data collection procedure was performed by invitation 

for investigation, in writing, addressed to the Directors of 

Higher Education Institutions, and students were asked for 

participate threw an email with the survey link. The 

following questioner were implemented: 

1. How do you rate your knowledge about security?  

A. Following the news using the regular press? 

B. I do try to learn more threw websites, book or 

other information sources? 

C. I am a typical careful Internet user? 

2. Are you aware of the risks associated with 

login/Password credentials and how to avoid them? 

A. I do use long passwords with numbers and special 

characters? 

B. Some of my colleagues may know my login and 

password? 

C. I do change in a regular form my passwords? 

D. Do you memorize your passwords or are they 

stored on your mobile phone or computer? 

E. Sometimes I share passwords between different 

sites to help memorizing them? 

3. Do you know the process of “phishing”? 

A. I do reply to all the challenges sent by email oi in 

social media even when the source of them is 

unknown? 

B. Are you confident enough to send sensitive 

personal data over Internet? 

4. Do you the meaning of Ransomware? 

A. Typically, do you open all the links received by 

email or in Social networks? 

B. Do you certify the origin of an email or an 

invitation received in the social networks? 

5. Are you aware of the necessity of software updates in 

your devices? 

A. Do you update all the software in your devices, 

frequently? 

B. Do you use devices with older versions of 

discontinued software? 

6. Do you know all the risks associated to a Wi-Fi access? 

A. Do you use public Wi-Fi, in particular when it 

grants free access without any concerns? 

B. In order to achieve full Wi-Fi access do you use 

software that allows sharing access to several 

public Wi-Fi networks ? 

C. Do you only access important services (i.e., 

Banks and Email) when the connection is secure? 

The main question (numerical marked) have the following 

replying options: R1 – no knowledge; R2- some 

knowledge; R3- enough knowledge; R4- good knowledge; 

R5- great knowledge.  

5. Results  
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For a Universe of 78 answers the following results are 

detailed over several tables. The options R2 and R3 were 

grouped in pairs aiming to minimize eventual problems in 

the semantic understanding of the question. The same was 

made for R4 and R5. In this way, the results will be 

presented analyzing three levels of knowledge namely R1 

state for” no knowledge”, R2 for “some knowledge” and R3 

for “good knowledge”. 

 

Table 1 – Table for question 1. 

 
 

Comments on Table 1: When there is no literacy the 

enquired is not an active searcher for information. As soon 

as it shows more literacy its proactivity increases for more 

knowledge. 

Table 2 – Table for question 2. 

 

  

Comments on Table 2: As the literacy increases it promotes 

an increase in the password aging and in promiscuous 

credentials sharing. It is perceived that is a general 

perception about the secure methodologies.  

 

Table 3 – Table for question 3. 

 

 

Comments on Table 3: There is a typical responsible 

behavior, even without literacy.  

 

 Table 4 – Table for question 4. 

 
 

Comments on Table 4: there is a distrust even without 

literacy. Subjective behaviors even without knowledge. 

 

 Table 5 – Table for question 5. 

 

 

Comments on Table 5: there is a strong knowledge about 

the topic. 

 Table 6 – Table for question 6. 

 
 

Comments on Table 6: a strong believe in the security of 

private networks. More special attention to personal data 

transit then Internet browsing. 

Final comments: the dimension of the sample disabled the 

possibility of other statistical tools rather a detailed 

semantic analysis. 

6. Conclusions 

The REP solutions are increasing, as described in previous 

sections, by the several pressures: 2022 energy crisis, 

environment concerns and worldwide legislation push. 

The REP are moving towards solutions fully supported by 

IT trends solutions such as cloud solutions, AI and many 

others. The full convexity to Internet is upscaling a 

panoply of new security challenges.  

The enquiry promoted some answers to the overall 

awareness of Engineering students for the cybersecurity 

problem. It is clear that there is no adequate literacy, only 

some care in terms of security behavior aimed by general 

information sources such as regular press and focused on 

personal safety. 

The University plays a relevant role in upgrading the 

curricula for the new era challenges introducing the 

cybersecurity issue to the academic schedule in a 

professional approach.  
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